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Qualys Enterprise Suite helps enterprises have an accurate view of their network and web applications, identify vulnerabilities, ensure regulatory compliance and prioritize remediation according to business risk - with no infrastructure to
deploy or manage. It provides ease of global deployment, scanning accuracy and allows organizations to take action to mitigate risks and demonstrate compliance.

Benefits:

Scalable Management - Distributed scanning capabilities, asset grouping, centralized reporting and r iation workflow in a multi environment.
Automation - Scheduling, automatic updates and automated report and ticket generation reduce costs and simplify enterprise-level management.
Accuracy - Comprehensive accurate scans and always up-to-date vulnerability Knowledgebase.

Role-based Access - Role-based access to authorized users anywhere over a secure, encrypted architecture.

Security - End-to-end data security protects sensitive vulnerability and compliance data.

Qualys Enterprise Suite includes the following modules:

Qualys Vulnerability Management (VM): Globally deployable, scalable security risk and vulnerability management.

Qualys Continuous Monitoring (CM): Continuously monitors the perimeter or internal systems and alerts on security loopholes (e.g., expired certs, open ports, etc).
Qualys ThreatPROTECT: Visualize and prioritize security threats with integrated real-time threat intelligence correlated with VM scan results.

Qualys Secure Configuration Assessment (SCA): Secure configuration assessment based on CIS benchmark with workflows and reports.

Qualys Policy Compliance (POL): Compliance scanning and mapping to demonstrate compliance with regulations and mandates.

Qualys Cloud Agents Platform (CAP): Provides real-time assessment (VM , PC and SCA) across millions of IT assets on-premise, elastic environments or endpoints.
Qualys Cert View (CV): Get full visibility of both certificates and underlying SSL/TLS configurations and vulnerabilities

Qualys Cloud Security Assessment (CSA): Continuously monitor and assess your cloud assets and resources for misconfigurations and non-standard deployments
Qualys Container Security (CS): Discover, track and continuously secure containers — from build to runtime.

Qualys Asset Inventory (AI): Maintain full, instant visibility of all your global IT assets. Normalizes, categorizes and enriches hardware and software inventory.
Qualys App for ServiceNow CMDB (SNCS): Synchronizes all newly discovered assets and the latest information on matching assets within Qualys and the ServiceNow CMDB.
Qualys PCI Compliance (PCI): Automated PCI compliance validation for merchants and acquiring institutions.

Qualys Web Application Scanning (WAS): Automated custom web application scanning for SQL injection and XSS vulnerabilities.

Qualys Web Application Firewall (WAF): Detect and mitigate web application vulnerabilities in real-time through virtual patching.

Qualys Indication of Compromise (IOC): Automate detection of compromised assets and threat hunting capabilities.

Qualys File Integrity Monitoring (FIM): Detect changes in files and policies on global IT systems.

Qualys Patch Management (PM): Streamline and accelerate vulnerability remediation for all your IT assets.

Qualys Zero-Day Service: Analysis and automated alerting for zero-day threats based on Verisign iDefense.

Qualys API (API): XML API interface for automated scripting of VM and compliance tasks.

Pricing
Qualys Enterprise Suite is priced as a prepaid annual subscription based on the number of active modules (VM, CM, TP, POL, FIM, IOC, WAS, WAF) and number of IPs scanned (External + Internal) or web
applications.

Price Per

Module|Part # Module Price # of Internal IPs| # of External IPs Internal IP Price Per External IP Subtotal
Vulnerability Management VM|Q-E-VM $4,995 $0.00 $0.00 E
Continuous Monitoring CM|Q-E-CM N/A $0.00 $0.00 C
Cert View Internal CVI|Q-E-CVI N/A $0.00 & B
ThreatPROTECT|Q-E-TP N/A $0.00 5 =
Secure Configuration Assessment SCA |Q-E-SCA $1,995 $0.00 — E
Policy Compliance POL|Q-E-POL $4,995 $0.00 - -
Cloud Agent VM|Q-E-CAP-VM $4,995 $0.00 — E
Cloud Agent POL|Q-E-CAP-POL $4,995 $0.00 - -
Cloud Agent SCA|Q-E-CAP-SCA $1,995 $0.00 - N
File Integrity Monitoring FIM|Q-E-FIM $4,995 $0.00 - -
Indication of Compromise I0C|Q-E-I0C $2,995 $0.00 - .
Patch Management|Q-S-PM N/A $0.00 - -

O include APT

QG-API / Q-API
*Concurrency Limit (per subscription):
2

API|*Calls per hour (per API Type): 300 $4,995 Standard - -
O ndude o0-day
Zero-Day Service|Q-E-ZDAY $12,000 - -
Cloud Securit CSA[Q-E-CSA N/A[Enter # of Connectors! $0.00 5 -
Container Security CS|Q-E-CS N/A|Enter # of Docker Hosts: $0.00 - -
Asset Inventory|Q-S-Al N/A|Enter # of Assets: $0.00 -
Check if customer has existing|
ServiceNow CMDB|Q-E-SNCS N/A|Enter # Assets to sync: $83.00 API subscription -
Web Application Scanning WAS|Q-E-WAS $1,005|Enter # of WAS: Price per WAS $500.00 -
Web Application Firewall WAF|2-E-WAF $9,995|Enter # of Apps: =
Q-E-WAF-VS Enter Total # Virtual Firewall Appliance: Price per VFA| 2 VFA Indl. with WAF -
Scanner Appliance|Q-SAN $2,405 Enter # of Scanners Appliances: -
Virtual Scanner|Q-vs 5905 Enter # of Virtual Scanners: -
Qualys Gateway Service -
Virtual Appliance (Single) |QGS-VA-S $605 Enter # of QGS Virtual Appliance (Single): -
Qualys Gateway Service -
Virtual Appliance (High Availability Pair) |QGS-VA-HA 5905 Enter # of QGS Virtual Appliance (HA): -
Total 350
Qualys Enterprise AP *Concurrency Limit (per subscription): 5
Q-E-API $19,995|*Calls per hour (per API Type): 750
=Concurrency Limit (per subscription):
Qualys Premium API 10
Q-P-API $49,005|*Calls per hour (per API Type): 2000
Private Cloud Platform Hardware Q-PCP-Hardware $225,000]Scanning Capacity: 1 Million IPs
Private Cloud Platform Virtual Q-PCP-Virtual $150,000]Scanning Capacity: 1 Million 1Ps
Private Cloud Platform Appliance 2U Q-PCP-A $50,000]Scanning Capacity: 25K IPs, 10K Agents

Qualys Enterprise Suite extended features include:
- Unlimited scans (VM, CM, POL, SCAP, PCI) per live IP address and unlimited WAS scans per web app (URL).
- Distributed scanning capabilities with multiple scanner appliances.
- Unlimited user accounts with multiple roles.
- Qualys PCIis bundled at no additional cost with Qualys Enterprise for External IPs only.
- Qualys SECURE Seal is bundled at no additional cost with Qualys Enterprise when WAS is purchased with External IPs.
- 24x7x365 technical support
- Qualys API is offered with 3 options based on concurrency limit and calls per hour:
a) Standard: concurrency limit = 2 and calls per hour = 300.
b) Enterprise: concurrency limit = 5 and calls per hour = 750.
©) Premium: concurrency limit = 10 and calls per hour = 2000.

Notes:
- An External IP is a publicly facing device that is scanned using Qualys’ Internet Scanners.

- An Internal IP is any network device, laptop, server, printer, etc.

- A WAS is a unique web application defined with a starting URL and/or a port.

- Scanner Appliances or Virtual Scanners required for scanning internal devices and web apps are available under prepaid annual subscriptions.
-~ Resale discounts (margins) for Zero-Day service doesn't exceed 35% when sold through a Qualys Reseller (MSSP, VAS).

- Qualys reserves the right to change these pricing terms at any time.
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Qualys Express Lite provides an all-in-ones security and compliance cloud solution for small businesses (up to 256 Employees).
Completely Cloud Based Model:

Minimize infrastructure overhead - No software installation, rollout and maintenance.

Easy to use - Automated scans initiated via a simple Web browser.

in the industry detects thousands of unique security vulnerabilites and compliance checks.
Secure - Trusted, 3* party security audits with end-to-end encryption.

Qualys Express Lite consists of following modules that can be either purchased individually or bundled
Qualys Vulnerability Management (VM): Simple, accurate, easy-to-use solution for vulnerability management.
Qualys Continuous Monitoring (CM): Continuously Monitor the perimeter and get alerted on security loopholes (e.g., expired certs, open ports, etc).
Qualys Cert View (CV): Getfull visibility of both certificates and underlying SSL/TLS configurations and vulnerabilities
Qualys ThreatPROTECT: Visualize and prioritize security threats with integrated real-time threat intelligence correlated with VM scan results,

Qualys Secure (SCA): secure assessment based on CIS benchmark with reporting and workflows.

Qualys Cloud Agents Platform (CAP): Provides real-time assessment (VM and PC) across milons of IT assets on-premise, clastic anvironments or endpoints.
Qualys PCI Compliance (PCI): Automated PCI compliance validation for merchants and acquiring institutions.

Qualys Web Application Scanning (WAS): Automated custom web application scanning for SQL injection and XSS vulnerabilities.

Qualys Web Application Firewall (WAF): Detect and mitigate web application vulnerabiliies in real-time through virtual patching.

Qualys Patch Management (PM): Streamline and accelerate vulnerability remediation for al) your IT assets,

9
Qualys Express Lite s priced as a prepaid snnual subscription based on the modules (VM, PCI, WAS) and number of [9s (erimeter or Internal) or web
applications. Multiple packages can be purchased together to fit the customer needs.

Express Lite Packages (1-256 Employees)

VM Packages (. | + Virtual Scanner Appliance) VM Packages (External Only) + PCI

Part # Description Internal 1Ps Price SEon [ e Part # Description External Ips Price

QXS [Annual subscription for V1 and { 5 PR % s Bl [ARhal subscription for VM, PCT 5 fore
\Virtual Scanner Appliance Included

CEE [Annual subscription for V1 and 1 = T = e QX [ABhual subscription for VM, PCT = 7S
[Virtual Scanner Appliance Included

(R [Annuaf subscription for V1 and 1 = s1.995 = $ay QP [ARhal subscription for VM, PCT a 1,495
\Virtual Scanner Appliance Included

QXS [Annual subscription for V1 and 1 28 52,09 = 7 e [ARhal subscription for VM, PCT s 1,09
\Virtual Scanner Appliance Included

R [Annual subscription for V1 and 1 = PP o 1,240 e | ARhual subscription for VM, PCT 3 $2.095
|Virtual Scanner Appliance Included

VM + POL Packages (Internal + Virtual Scanner Appliance)

QXCPoL [Annual subscription for VM & POL
and 1 Virtual Scanner Appliance 128 56,495
Inciuded

QXCPoL [Annual subscription for VM & POL
and 1 Virtual Scanner Appliance 256 510,995
Included

CM Packages (Internal Only - VM Int Package must b
Part # Descrintion

CM Packages (External Only - VM Ext Package must be purchased)
scri Part # fon

Descripti [ External 1Ps | Frice
I
T
I
I
I

|Annual subscription for M
JAnnual subscription for CM
XL C [Annual subscription for CM
I
I

finual subscription for CM
npual subscription for CM
nnual subscription for CM
nnual subscription for CM
nnual subscription for CM

nnual subscription for CM
nnual subscription for CM

X
?
&
2

1

Threat Protect Packages

nly - VM Internal must be purchased)

# of CAD
Use Price Calculstor in Enteiprise Price List New

al Services and Options

Part & T ipt Price

Q-sAN [AddtionsT Qualys Scanner Appliance | 52,45

Qs [Additional Qualys Virtual Seanner 5595
|Appliance

QGS-VAS Qualys Gateway Service - Virtual 5695
|Appliance (Single)

OGS-VAA [Qualys Gateway Service - Virtaal 5555
|Appliance (High-Availabilty Pair)

QEWAFVS [Additional Qualys Virtual Firewall 5995
|Appliance

Packages Include:

- Unlimited scanning per device (live IP address) or per WAS (web app)

- 24x7x365 technical support

- Qualys PC1 s bundled at no additional cost with Qualys Express Lite Perimeter up to the number of Extemal I's purchased.

- Up to Three user accounts are included with each Qualys Express Lite subscription.

Notes

- Scanner Appliances or Virtual Scanners required for scanning internal devices and web apps are available under prepaid annual subscriptions.
- Two scanner appliances are allowed per sach Qualys Express Lite subscription.

~ Multiple packages can be purchased per customer, for example a customer can purchase QG-XL-256, QG-XLP-4 and QG-XL-WAS.5,

- Resale discounts (margins) for Qualys Express Lite are 25% when sold through a Qualys Reseller ( VAS).
- Qualys reserves the right to ch: hese pricing terms at any time.

Cloud Security Assessment CSA Packages Container Security CS Packages
Part of Connectors Total Part #

XCCSR 5 55,025 (B

TSR 10 511,275 (BE

TSR I %5 526,725 (EE

CSR i 50 547,525
patch
Part &

Descript Description Internal 1p5 Price (RS
b i cAPIPQty [ TG
TP [Anhual Subscription for T XL [Arinual subscription [ 16 [ 235 16 S61
XLTP |Annual Subscription for Tl XSG/ val subscription I 32 I 395 32 so0
XLTP |Annual Subscription for T XL [Annual subscription [ 64 [ 495 64 124
XLTP [Annual subscription for T XL [Annual subscription I VI 745 128 Si86
XLTP |Annual Subscription for T XL [Annual subscription 256 | sta5 256 s311
WAS packages WAF Packages
Part # # of WAS Part#
XLWAS 1 XL-WAE
XLWAS [ 5
XLWAS 10
XLWAS I 25 - XL-WAF [ 25 T si0405
[Note: AIT WAF packages include o virtual Frewall sppince icenses
WAS-WAF Package: Cert View Packages (Internal Only - VM Int Package must be purchased)
Part¥ [ #ofWAS | Toml | Part # escription Internal IP5 Price
[Anhual subscription for Cert View 16 $245
Q-XL-wWaS-WAF 1 52,995 ernal
[Annual subsciiftion for Cert View
Q-XL-WaS-WAF s 55,495 nternat 2 5395
[Annual subscriftion for Cert View
Q-XL-wWaS-WAF 10 58,495 Intemal kel 95
[Annual subscriftion for Cert View
Q-XL-wWaS-WAF 25 516,905 Intemal 128 heaid
[annual subsertn for Cert i pee sL20
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Qualys Express Suite wulnsrabi policy and medium sized through an sasyto-use immediately
with Suite, SHBs can and - vith
Softuars to install or maintain.

Benefits
Minimize infrastructure overhead ~ No software installation, rollout and maintenancs.
Easy to use - Automated scans iniiated vis 3 simple Web brovser.

‘Secure - Trusted, 3* party security audits vith end-to-end encryption.

Qualys Express Suite includes th flloving modules:
Qualys Vulnerability Management (VM): Simple, accurats, e Solution for vulnerability management.

cm): imeter and get alerted on sacurity loopholes (2.g., expired certs, open ports, etc).
Qualys Cert View (CV): Get full and ndariing S5

h (sca): basedon C15 reporting and vorkfious.
Qualys Visualize and ith intagrated raal-time thrat intelligence corrslated ith VI scan results.
Qualys Cloud (cap): (M and pC) IT assets on-premise, endpoints.

and assess your cloud nd resources for nd non-standard deployments
ty (CS): Discover, track ard ~ from build to runtime.
) (AD: waintain full, of all your global IT ' nd snriches harduars and .

i Ry e eyt bl ool sl g aas s slgrasosion gl il sascomas comasodados
activation of XHL APLinterfacs for SINCS integration only (use of API for additional integrations requires purchase of Q

Qualys (poL): and mapping s
Qualys (PCD): Avtomated Pt for cmrchent nd eiong s,
Qualys (was): for SQU injection and XS vulnerabilities.

Qualys Web Application Firewrall rwm Datect and mitigate vieb avphatmn g through virtual patching.
Qualys Indication (00)

Qualys File Integrity Monitoring [nN) oeteckchanges . e and eliies en ol I st

Qualys Patcl I for llyour T assets.
Qualys Zero-Day Service: Analysis and automated alerting for zero-day thraats based on Varisign iDsferse.
Qualys API (API): XML APl interfacs for automated scripting of VM and compliance tasks.

QUi Express Sult s priced as  prepaid anusl packages based on the number o actve modulss (VM, POL PCI, WAS) and number o 1P (Estsrnal + Interl) or eb applications. Mulipe packages
an be purchased togather to fit the customer nesds.

Express Packages (256 - 5000 Employees)

VM Packages (Internsl + Scanner Appliance) Vi packages (1nternal + virtual
part # Description Intermat1ps | price | AP I® |Quccapym part # Description Intarnal 1Pz
s [Armual subscription for Vit and 256 pr— = o e (Al =ubseription for Vit nd E3
= [Annual subscripton for it and| 1023 szss | w2 | sz70 [aver [Anmus! =ubcription for VIt 2nd Toza
[ [Annual subscripton for it and| 2048 sses | 20s | ses0 FEEEET [Anmus! =ubcription for VIt 2nd 2038
[axera [Anmus! =ubseription for Vit and] 3072 pe—— T [avema [Anmus! =ubcription for VIt nd 072
[ el subseriptionfor i and] 5120 s | sz | seso [axvePa Rrnial et v s 20

FCAP gty is included within total TP package, not on-top of VH qty. E.g., 256 VH 1P + 128 CAP Ip would require QG-X-512

Vi Packages (Externsi on boL paciages (internsion
part Description Ertemalts | price [ Internal 1ps
TS il sabaaroion or Vi, 0 peg (GerorPke  [Rnmul s o oL =

\
e i Subaeroo or Vi o [GPOLRG [RmuaT subserpten o FOL G
PCl Included bl
e i Subseroo or Vi 3 [GPOLRG [RmuaT subserpt o POL =
Pl Included isiskic)
TS (i subseription for Vi, = e Qrormke [armul e oL ES
ot it
e o b or Vi S [GPOLRG [RmuaT subsarpton o FOL Ea
siness
o nctucas
TS i subseription for Vi, = pppe Grormke  [armu s oL Tom
ot it
e i b or Vi = Py [GerorPke  [Rmmul e o oL e
o ntuas
[GPoLRG [Rmual subserpton o FOL Toie
[GPoLRG [RmuaT subsarpt o FOL =
[GPOLRG [RmuaT subserpt o FOL So7E
[GPOLRG [RmuaT subsarpten o FOL e
QPTG [RmuaT subsarpton o POL S0
1 Dackages (1nternal Only - VM Int Package must be purchase 1 paclages (External Only - VM1 Ext Package must
it ‘Inteenal 1ps s Dascripion
ScaEie fammal cbsarigtion fr i E e e ammal sbeigtion for Gt
-ciipieTannual sebscripion for S BRI 5
-cir-pic—[Amnual sobscripion for G Fr i b an
-ciicTannual sobscripion for O FrET i b o
-ciiiie—Tamnual sobsripion for G 2o e b o
-cuiksTannual sobsripion for O ) e b o
-cipic—Tamnual sobscripion for G Son e =
-cuipke Taualsubsripion fr i o :
ez TAmnual sobscripion for si%6 S
SCA Packages (tnternal Only - W Int Paclage must be purchased) Servicenow cHDB Paciages
part ¢ Description Internal P part Description
Sy oAl sbserghon r SO 3 rconCs e [Amnual Subsriptios or SHES
csca oy Sio oNCs-pG | amnual Subsriptin fr ShCS
csca roca FEE} shca:ice—Amnual Suberipionfr sics
sca roca 1sse sNcs-pG | amnual Subscripin fr Shcs
csca reca Ty shca:ice—Amnual Suberipion fr sics
sca rsca 2560 oNCs-pG | Amnual Subsriptin fr Shics
csca reca Sor2 Cahca:ice—Amnual Subsriptionfor Sics
sca o Ty sNCs-pG | annual Subsripin fr Shcs
Scsca oy si20 Catica-pic—Tanual Subsrition or Sice
Packages
e Totaites | price Dackages (Internal Only - it Int Package must be purchased)
55 AT sbscrghon or 0 Siss art Bescription tnternal 165
5 sl sbscrigton or i S o oAl sbscrigtion for Gart Vs | 256
5% enual sbscrgton or £ 5 o sl sbscripton for Cort View |15
5 sl sbscrigtion or o S con onual subsciption o Cart View | 3624
5% onual sbscrgton or se D o onual sbscripton o Cart View | 1856
£ rnual seberiton o Fi e o nual sebeription o Cort iew | zoss
5% onual sbscrgton or fi FEEr o onual sbscipton o Cart View | 3560
£ rnual seberiton o 236 Sras o mualsebeription o Cart View | 2072
5% onual sbsergton or s a0 o enual sbscripton for Cart View | 4006
== sl sbscrpton or Toas P, on nual sbscrpton or Cart View | 3120
o
= ol b Fre 5
5 sl sbscrgton or Sose oo
5 sl sbscrgton or F soo
5 sl sbscrgton or S0 coo
5 sl sbssrgton or Sose 205
5 sl sbscrgton or sis i
1 paciages
Totaies e Toltrs
o 0 s =z 5 0
o I s 5= 5 i
o 52 s 5= 5 3
o =3 r 5z : o
o s o , % Fiy
o 256 o == 256
sl sbscrston o ioc : Sis505 5 sl sbacrston or T s
sl sbserigton for 100 oo S EEam Al sebeription for F1 FIeey
sl sbscrgton for 10¢ FrET e Scr el sbscrgton o Fil isse
sl subscrgton for 10€ 208 Sano0s Scr el sbscrgton o FIT 2016
sl sbscrston o 10¢ 25e0 Ssacms
sl subscrigton o 100 so72 ans
sl sbscrston o 100 “ose T
enual sbscrigton o 100 si6 o
AF Packages
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oud Assessment CSA Packages Container Security Cs Packages

[Part # | # of Connectors_ T Total ] [Part # | # of Hosts. I Total

[oxcsa | Use Price Cakulstor ] [ox-cs I
Aoset Inventory Datch Management

[Part # # of Assets. I Total ] [Part # T # of CAP. I Total

[o-s-ar | Use Price Cakulstor Inew [os=pr | Use.

o d Options

Part #/ Descrition Price
IRenamed T
G G |
e eI S poos
fasas G w5 s
T T

|Virtual Appliance (High- 3995
e
[EwArvs  [Adhitona uavs Vel £
I
== L AP o
itomated sriping and suoss
fezony BT e

- i caing por deice 1 19 scves) o pr WAS (s 5r)
7 2araes vecien
Qualys P 5 burdlad 2 o addiional cost vith Qualys Express up to the e of vt ' urchases.
~ Unlimited user accounts ars included vith sach Qualys Exprass subscriptior
2 Five (5) scannars (applance and/or virual) are allowed per sach Qualys xpress subscription.

Notes.
" An External 1P iz a publicly facing davice that i cannad using Qualys’ Internst Remote Scanners. An Interal I is any nstuork devics, laptop, server, printer, stc.



